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INVESTIGATING AN INFORMATION SECURITY INCIDENT

When You Need An Unbiased Response To An Incident. _— e sefis s

When your organization suffers an information security incident =~ = =880 caae L i L Ei e

you have a crisis on your hands. Incidents often involve a degree of
uncertainty and you may not know its origin — internal or external.

“Due diligence” on your part requires that you get to the bottom of the incident
and make the necessary and correct decisions. You need quick answers, but
they have to be good answers, expert answers, unbiased answers — that's why

Withum Incident Response Investigatory Support (IRIS] was created.

WE ARE AN INDEPENDENT MEMBER OF
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IRIS™ provides a rapid, tactical, single incident investigation of the event. AN A N

We support your internal teams by providing an external, expert, and

unbiased perspective. IRIS™ takes a comprehensive, three-dimensional

. . . Withum IRIS™ Team
approach, making sure all relevant cross-channel input and multidisciplinary T (800) 470 0988
considerations are taken into account. This helps eliminate tunnel vision, there- D (212) 537 9397
by contributing to better-informed decisions. weyber.info@withum.com

During an incident, evidence is highly perishable. IRIS™ ensures that intra-
investigative decisions avoid burning critical bridges that limit future options.
And to better protect your business assets, discoveries from an incident
investigation may be seamlessly upgraded into the Withum CFl/e-Discovery®
program, which may be useful for subsequent criminal, civil, requlatory. fact-
finding, employee misconduct investigations or for business intelligence

purposes.

IRIS™ PROVIDES A RAPID, TACTICAL, SINGLE INCIDENT
INVESTIGATION OF THE EVENT.

At completion of the IRIS™ service, you will have an impartial report in
the incident’s impact, a holistic picture of what happened, identification of

potentially serious concealed risks and a cost effective remedial plan.
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